How to Create Certificates and CA Certificates

Introduction

To avoid a warning when you log into your mPower device that your connection is not private or that
the source can’t be verified, you must have a signed certificate using a verifiable signing certificate
(typically from a third-party Certifying Authority) for that particular device. This document reviews the
basics of certificates and describes two methods of creating certificates (including how to be your own
Certifying Authority which is helpful if you are planning to create a secure network from scratch).

Basics

Certificates provide an added level of assurance for web users. They verify the subject of the
certificate matches the hostname/DNS name and is the entity that it claims to be (this is commonly
done through third party verification). This is not an indication of the degree of security features on
the device or specific risks with using it. It's about authentication - verifying the identity of the
organization behind the connection.

There are two types of certificates: 1) Certifying Authority (CA) certificates and 2) Signed certificates.
Under signed certificates, they can be self-signed or signed by a signing authority using a verifiable CA
certificate. Self-signed certificates are less reliable because they are not signed by a Certificate
Authority, thus weakening authentication.

A CA certificate is used in conjunction with a signed certificate and public-private key pair. The signed
certificate is generated based on the CA certificate creating a chain of trust for the client or server in
qguestion. The CA certificate verifies the signed certificate using its public key. The most common
example of this is HTTPS. You need both certificates for this to work properly.

There are three ways to obtain certificates:

e pay to have your certificate signed by a third-party certifying authority such as
DigiCert, Verisign, or others (NOTE: you may want to ask your IT department who they
use for digital certificates if your company already has a relationship with a certifying
authority firm.)

e create a self-signed certificate which provides less assurance of the certificate owner’s
identity than the other two methods (if you choose to do this, you can either generate
your own or we recommend using the Generate Certificate feature in the device Ul to
automatically ensure the file is properly formatted). NOTE: This is the default on
mPower devices.

e create your own CA and corresponding signed certificate files using a software tool
like openssl or others.

NOTE: Do NOT use a Microsoft Windows-based tool unless the file is saved in the proper
format (.pem). You must first create and upload the CA certificate to the device Ul before the
corresponding signed certificate. If you do not use the proper format for each certificate, the
system does not upload the file.



For more information about certificates, refer to the following:

https://darutk.medium.com/illustrated-x-509-certificate-84aece2c5c2e

https://adamtheautomator.com/x509-certificates/

This document reviews the steps for two different methods:
1. Creating a self-signed certificate
2. Creating a CA Certificate and corresponding signed certificate.

Method 1: Create a self-signed certificate

Prerequisites

Before starting, you need:
1. Atarget device using mPower (including MTR, Conduit, MTCAP, IP67, or Conduit3) with
an IP address.
2. A Windows client machine (for this example, a PC using windows 10).
3. Toassign an IP address via DHCP or static but the DNS server should assign a DNS name to
the device (for this example, my device has a DNS name device.mts.test).
4. An Ubuntu machine with openssl on it.

Self-signed certificates are typically used internally within labs or business environments. These
certificates are not used externally for commercial use as they’re not from a trusted third-party
certificate authority. Only trusted certificate authorities (CA) can issue SSL/TLS certificates for
commercial use in the public domains.

If you install a self-signed certificate on a public website or entity, upon accessing the IP address, a
user’s web browser displays a message that the resource can’t be trusted (i.e. the certificate installed
isn’t signed by a trusted third-party) and prompts you to not advance or not.

When creating a self-signed certificate, you must first create a server private key. This key should stay
private and be stored on the server. It should not be shared externally. The private key is used to then
generate a public certificate that you can share with others.

A Certificate signing request or CSR is the mechanism used to provide details of the entity and
the resource you want to incorporate into the request.

1. To create a private key and CSR, run the following command below:

openssl req -new -days 365 -key webserver.pem -out webserver.csr

What the above command means:

-new: create a new request


https://darutk.medium.com/illustrated-x-509-certificate-84aece2c5c2e
https://adamtheautomator.com/x509-certificates/

-days: the number of days for which the certificate should be valid. Use as high a number
as you feel comfortable with for your development environment.

-key: Generate private key with filename webserver.pem

-out: the name of the target .csr file to which the command writes.

NOTE: This command can be done all in one programmatically rather than interactively.

Example terminal output:

root@user:~/Documents/certificates# openssl req -new -days 365 -key
webserver.pem -out webserver.csr You are about to be asked to enter
information that will be incorporated

into your certificate request.

What you are about to enter is what is called a

Distinguished Name or a DN. There are quite a few

fields but you can leave some blank

For some fields there will

be a default value, If you

enter '.', the field will be

left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name)
[Some-State] :MN Locality Name (eg,

city) []:MINNEAPOLIS

Organization Name (eg, company) [Internet
Widgits Pty Ltd] :MULTITECH Organizational Unit
Name (eg, section) []:SUPPORT

Common Name (e.g. server FQDN or YOUR name)
[]:device.mts.test Email Address
[]1:user.foobar@multitech.com

Please enter the following
'extra' attributes to be
sent with your certificate
request

A challenge password []:

An optional company name []:

2. Create a v3.ext file. Only an X.509 v3 certificate carries SAN information. This requires an
additional file containing the v3 information when creating an X.509 v1 certificate. Create a file
named v3.ext with the following information:

root@user:~/Documents/certif
icates # cat v3.ext
authorityKeyIdentifier=keyid
,issuer subjectAltName =
@alt names

[alt names]

DNS.1l = device.mts.test

The alt_names section specifies the domains which are valid for this certificate.
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mailto:user.foobar@multitech.com

After the private key, CSR, and v3.ext files have been generated, create a Self-Signed
Certificate. Run the following commands to create a self-signed SSL certificate.

openssl x509 -in webserver.csr -out webserver.crt -reqg -signkey
webserver.pem -days 500 -extfile v3.ext

NOTE: v3.ext file is not required to create a self-signed certificate. You may include the
organizational details from the file in the command as shown in this alternative example.

openssl reg x509 -nodes -days 3650 -subj ‘/c=US/ST=MN/L=St.
Paul/CN=my.domain.com’ -new key rsa=2048 -keyout=key.pem -out crt.pem

Example terminal output:

root@user:~/Documents/certificates# openssl x509 -in webserver.csr -out
webserver.crt -req -signkey webserver.pem -days 500 -extfile v3.ext
Signature ok
subject=C = US, ST = MN, L = MINNEAPOLIS, O = MULTITECH, OU =
SUPPORT, CN = device.mts.test, emailAddress =
darshan.maiya@multitech.com
Getting Private key

After you have generated all the required files, upload the private key and the certificate to
the target device.

Example terminal output:

root@user:~/Documents/certificatest cat webserver.pem

MIIEpAIBAAKCAQEANVPwf50xEdmKyf38FOuyki0GP8OD3PF5Zb4
FYGtj1SayselgZXC8klzyoNb0O/ksLqpSzV1J//alwSKhpTUrlJaD1lugK
gPNk/39gS/Rpl8iog3Brlixd5RQCal63t2cnUG1xCWk/ezT7aYer0du
Bt18fEtBts7kyY7zTD4RjCm80SgRbOyOVHizOTXLGSMUkS5ViUFsKv4
pO0zElqUkTViFeGW23nfmB+mWVGoLwpl0HSLCRt36 UTWj4EwH
DXsBEIK2JOlJOc93XIwnWvxyu8r9Gcxds5ECdgZFZnAQWAjOdORE
dérfp9/w/sM5KcFyJLNPEehTPepoVwHNNvxL4nPYsxQIDAQABAoI
BAQCXdzOoL5Ge5LiY5VxpNSiTUKOekwtwEE7W5A2bGWjAOoPf
Fdf8hyocfo5XRn7JFbOADt1C2ILz7KYUQMoNaLYBIHtQBpS2rmB6
Ux5bdqg5avjwikCl9vZ0c2frey5K3V4bec3uYOASE3JTYHUXReDUCG
PwIOsHLROP3GB6euaQdvPf5wFnDza/TxJEyIRSrPHyqQUflobUS8g
WQkDGyLOyGc4A+kn91SrODDTn20RbCoBIdV8bcdkIVPttA8waw
dZr6Daqg+KkZ8/WJ307No6x1WzG7gEPe1UkCUHSjMHVXf+RxGlv)
flygPDRaUR5CqyvfmoblHANUN8zkUMmyuW3gBAoGBAMS5F5Zx
QEcCegaDF3n/6pCFylL/BLsQ5WxgorQ+Vr5x0qtkt7rizUjH4IMgL4
YJyVB7Mp6H5vnuoEOGAGS2ILK50igTttNsG17ttTyZqCzINtaKqd4S
9fJLIUIMIG33Y050CHO9IzSGrDPi0OYQjXGuX2z9K9jCAIRCiZSGsLIPI
BAOGBAMNBZtNuWisAP+nmTrN+SCeNihn6rhp5ASTf4bDdv43m
mD1DlulJ2c6QgVu6LZRHLtQBJYDKTA+mRL1FZMDS5COhQKbOW(q
2Lam90p6gWH81Ix/0cR8mKvodTOmXocM+MdKZanp29hcdcW)
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wXdLeTkL6ZpwA+bQ+oF5gsaib/Gw/LFA0GAXcl+Gtl1H+Vx/w24
muv1UJfudjl58BI8DWH/ngRrMmC6YcD2tOOMzdel4Cs2v78H7HE
VDxqkt0i2aKO7zvs5E5VIIXEXODecmQ7vxrv+sVsO0gF+NtDcLuyVXg
imPFGtP2sh3K4pX+KTzYulw7ToQqtrLp4AzhCT+CI+ZU8JfbAECEYB
McXyKZnfSwgRD1LEXQOeK5LUeurATGTDDeQtpLUfjjFYgFfDAbN
OVfDvMpLUIrly+z7wZHEhTECt1Voe9InINK/+vl4pxJuX1wlK809ap5
xdFnME9Crpktbf49C6Wu/DRnNK9I3nxTsunWIrDFdnaCyLFDPS2B
pbOnFixxHAtCQaQKBgQCYRI1tHOkOYBr4yY4pRMoW4DPWrVWb
m/J6szjROhffzZeP4ue9sted4fCES0iAzhjqGzPJI7dmBaTFDOORS5gPs6
imtBGUrbCg8PBKUDMzqZu2rJUE8T11SnhQVs9blAeVWIjj1Y1l6P
HsyPMWgYvbjP80i1lIVEXSINJtRsz2q0dgQ==

MIIErTCCASWgAwIBAglJALKDZPqJ1+17MAOGCSqGSIb3DQEBCWUAMI
GcMQswCQYDVQQGEwWIVUzELMAKGALUECAWCTU4xFDASBgNVBAC
MCO1JTKSFQVBPTEITMRIWEAYDVQQKDAINVUXUSVRFQOgXEDAOBgN
VBAsMB1NVUFBPUIQxGDAWBgNVBAMMD2RIdmIjZzS5tdHMudGVzd
DEgMCgGCSqGSIb3DQEJARYbZGFyc2hhbi5tYWISYUBtdWx0aXRIY2gu
Y29tMB4XDTESMDYxODIwMTQxNVoXDTIwMTAzMDIwMTQxNVowg
ZwxCzAJBgNVBAYTAIVTMQswCQYDVQQIDAINT]EUMBIGATUEBWwWLT
UIOTkVBUE9IMSVMxEjAQBgNVBAoMCU1VTFRIVEVDSDEQMA4GA1U
ECwwHU1VQUE9SVDEYMBYGA1UEAWWPZGV2aWNILmM10cy50ZXNO
MSowKAYJKoZIhveNAQkBFhtkYXJzaGFuLm1haXIhQG11bHRpdGVjaC5
jb20wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAwWggEKAOIBAQCIU/B/
k7ER2Yr)/fwXS7KSLQY/zQPc8XllvgVga2PVIrkKx4mBlcLyQjPKglvT+Swu
gILNXUn/90nBIqGINSskloPW60qA82T/epL9GkjyKircGsgjF3IFAJovre3Z
ydQbXEJaT97NPtph6vR24G3Xx850G2zuTJjyNMPhGMKbzRKBFvTI68e
LPRPESZIXSTIWIQWwq/inTMSWpSRNWIV4Zbbed+YH6ZZUagvCnXQdl
sJG3fpRNaPgTAcNewESUrYk6Uk5z3dcjCda/HK7yv0ZzF2zkQJ2BkVmcB
BYCPR3RER3qt+n3/D+wzkpwXlksO8R6FM96mhXAec2/Evic9izFAgMB
AAGjge8wgewwgbsGA1UdIwSBszCBsKGBoqSBnzCBNnDELMAKGA1UE
BhMCVVMxCzAJBgNVBAgMAk1OMRQwEgYDVQQHDAtNSUSORUFQT
0xJUzESMBAGA1UECgwITVVMVEIURUNIMRAwWDgYDVQQLDAdTVVB
QT1JUMRgwFgYDVQQDDA9kZXZpY2UubXRzLnRlc3QxKjAoBgkahkiG9
wOBCQEWG2RhcnNoYW4ubWFpeWFAbXVsdGIOZWNoLmNvbYIJALk
DZPqJ1+17MCwGA1UdEQQIMCOCD2RIdmIjZS5tdHMudGVzdIIQZGV2
aWNIMS5tdHMudGVzdDANBgkghkiG9wWOBAQsFAAOCAQEAg823)
d65V7DhDIIjNjuUHgO1mmYNfLtImKB5nT9rjRejAT1D/k4HDJH7EN
YXOm/FB58KoWUKD5WIsOtmecmDVv2rMxTtcO1Y7129L5h0jLeHU
HJgFUA7hx9/2Lwj/CW/rNsrDGM3q86MI3x4EjqO6LmxI075j7d)z3
N4Z1wofwYgCmb5Z04fvaXirxkfXJ41ZXhiNpbLHk8LOdCIHzINnEO864
BXxoy1Tz8HCcK+MGcKODrWEYBOEcIYjINa9VgX1WaSoOXuUqiW?7
YVYfWckjW5G8Dtt5djySXw3mB+DNhRWhKDYgEoLtObOUEbG6LI2I
N8DIxpJEAfjsCvTUkjDg 1w==



5. From the above two outputs, create a .crt file which looks like the following example.
Upload this certificate to the target device in the Ul under Administration > x.509
Certificate > Upload.

MIIErTCCA5WgAwIBAglJALKDZPqJ1+17MAO0GCSqGSIb3DQEBCWUAM
IGeMQswCQYDVQQGEwWIJVUzELMAKGA1UECAWCTU4xFDASBgNVBAC
MCO1JTk5FQVBPTEITMRIWEAYDVQQKDAINVUxUSVRFQOgxEDAOBgN
VBAsMB1NVUFBPUIQxGDAWBgNVBAMMD2RIdmIjZS5tdHMudGVzd
DEqMCgGCSqGSIb3DQEJARYbZGFyc2hhbi5tYWI5YUBtdWx0aXRIY2gu
Y29tMBAXDTES5MDYXxODIwMTQxXNVoXDTIwWMTAzMDIwMTQxNVowg
ZwxCzAJBgNVBAYTAIVTMQswCQYDVQQIDAINT]EUMBIGA1IUEBwwL
TUIOTkVBUEOMSVMXEjAQBgNVBAoMCU1VTFRIJVEVDSDEQMA4GA1
UECwwHU1VQUE9SVDEYMBYGA1UEAWWPZGV2aWNILmM10cy50ZXN
0MSowKAYJKoZlhveNAQkBFhtkYXJzaGFuLm1haXIhQG11bHRpdGVj
aC5jb20wggEiMAOGCSqGSIb3DQEBAQUAAAIBDWAWgEEEKACIBAQC
U/B/kK7ER2Yr)/fwXS7KSLQY/zQPc8XllvgVga2PVIrkKx4mBlcLyQjPKgl1vT
+SwuqILNXUn/90nBIgGINSskloPW60gA82T/epL9GkjyKircGsgjF3IFAJo
vre3ZydQbXEJaT97NPtph6vR24G3Xx8S0G2zuTJjyNMPhGMKbzRKBFv
TI68eLPRPESZIXSTIWIQWwWq/inTMSWpSRNWIV4Zbbed+YH6ZZUagvC
nXQdIsJG3fpRNaPgTAcNewESUrYk6Uk5z3dcjCda/HK7yv0ZzF2zkQJ2B
kVmcBBYCPR3RER3qt+n3/D+wzkpwXIksO8R6FM96mhXAec2/Evic9iz
FAgMBAAGjge8wgewwgbsGA1UdIwSBszCBsKGBoqSBnzCBnDELMAk
GA1UEBhMCVVMxCzAJBgNVBAgMAk1OMRQwWEgYDVQQHDAtNSUS5
ORUFQTOxJUzZESMBAGA1UECgwJTVVMVEIURUNIMRAwWDgYDVQQLD
AdTVVBQT1JUMRgwFgYDVQQDDA9kZXZpY2UubXRzLnRIc3QxKjAoBg
kghkiGOwWOBCQEWG2RhcnNoYW4ubWFpeWFAbXVsdGIOZWNoLmNv
bYIJALKDZPqJ1+17MCwGA1UdEQQIMCOCD2RIdmIjZS5tdHMudGVzdI
IQZGV2aWNIMS5tdHMudGVzdDANBgkghkiGOWOBAQsFAAOCAQEAg
823MJ+d65V7DhDIIjNjuUHgO1ImmYNfLtImKB5nT9rjRejAT1D/k4HD)
H7EnYXOm/FB58KoWUKD5WIsOtmcmDVv2rMxTtcO1Y7129L5h0jLeH
UHJgFuA7hx9/2Lwj/CW/rNsrDGM3g86MI3x4EjgO6LmxI075j7d)z3N4
Z1wofwYgCmb5Z04fvaXirxkfXJ41ZXhiNpbLHk8LOdCIHzINEO864BXxoy
1Tz8HCcK+MGcKODrWEYBOEcIYjINa9VgX1WaSoOXuUqiW7YVYfWck
jW5G8Dtt5djySXw3mB+DNhRWhKDYgEoLtObOUEb6Li2INSDIXpJEAfs
CvTUkjDg 1w==

MIIEpAIBAAKCAQEANVPwWf50xEdmKyf38FOuykiOGP80D3PF5Zb4FYGt
j1SayselgZXC8klzyoNbO/ksLgpSzV1l//alwSKhpTUrlJaD1ugKgPNk/3q
S/Rpl8ioq3Brlixd5RQCaL63t2cnUG1xCWk/ezT7aYerOduBt18fEtBts7k
yY7zTD4RjCm80SgRb0OyOVHizOTXLGSMUK5ViUFsKv4p0zEIqUKTViFeG
W23nfmB+mWVGoLwplOHSLCRt36UTWj4EwWHDXsBEIK2JOIJOc93XI
wnWvxyu8r9Gcxds5ECdgZFZnAQWAjOdOREd6rfp9/w/sM5KcFyJLNPE
ehTPepoVwHNNvxL4nPYsxQIDAQABAoIBAQCXdzOoL5Ge5LiY5VxpNS
iTUKOekwtwEE7W5A2bGWjAOoPhfFdf8hyocfo5XRn7JFbOADt1C2ILz7
KYUQMoNaLYBIHtQBpS2rmB6Ux5bdg5avjwikCl9vZ0c2frey5K3V4bec



3uYOASE3JTYHUXReDUcGPwIOsHLROP3GB6euaQdvPf5wFnDza/TxJE
yIRSrPHygQUf1obU8gWQkDGyLOyGc4A+kn9ISrODDTNn20RbCoBIdV8
bcdkIVPttA8wawdZr6Dag+Kkz8/WJ307Nob6x1WzG7gEPe1UkCUHsjM
HVXf+RxGlvJflygPDRaUR5CqyvfmobIHANUN8zkUMmyuW3gBAoGBA
M5F5ZxQEcCegaDF3n/6pCFylL/BLsQ5WxgorQ+Vr5xOqtkt7rizUjHAIM
glLaYJyVB7Mp6H5vnuoEOGAGS2ILK50igTttNsG17ttTyZqCzINtaKqd4S
9fJLiIUIMIG33Y050CHO9IzSGrDPi0YQjXGuX2z9K9jCAIRCiZSGsLIPIBAo
GBAMNBZtNuWisAP+nmTrN+SCeNihn6rhp5ASTf4bDdv43mmD1Dlul
2c6QgVubLZRHLtQBJYDKTA+mRL1FZMDS5C0hQKbOW(Qg2Lam9op6g
WH81Ix/0cR8mKvodTOmXocM+MdKZanp29hcdcWIwXdLeTkL6ZpwA
+bQ+oF5gsaib/Gw/LFA0GAXcl+GtJ1H+Vx/w24muv1UJfudjl58BISDw
H/ngRrMmC6YcD2tO0OMzdel4Cs2v78H7HEVDxgkt0i2aKO7zvs5E5vIIX
EXODcmQ7vxrv+sVsOO0gF+NtDcLuyVXgimPFGtP2sh3K4pX+KTzYulw?7
ToQqtrLp4AzhCT+CI+ZU8JfbAECEYBMcXyKZnfSwgRD1LEXQOeK5LUe
urATGTDDeQtpLUfjjFYqFfDAbNOVfDVMpLIrly+z7wZHEhTECt1Voe9n!
NK/+vJ4pxJuX1wJK809ap5xdFNME9Crpktbf49C6Wu/DRNNKII3nxTsu
nWIrDFdnaCyLFDPS2BpbOnFixxHAtCQaQKBgQCYRI1tHOkOYBrdyY4p
RMoW4DPWrVWbm/J6szjROhffzZeP4ue9ste4fCESoiAzhjqGzPJI7dmB
aTFDOOR5gPs6imtBGUrbCg8PBKUDMzqZu2rJUE8T11SnhQVs9blAeV
WJjj1Y1I6PHsyPMWgYvbjP80i1IVEXSINJtRsz2q0dgQ==

On a Windows-based PC, save the certificate (for this example, the file is saved as mycert.crt).
Double click and install the certificate. Install certificate > Current User > Place all certificates
in the following store > Browse > Trusted Root Certification Authorities > ok > Next >
Certificate store selected by user.

Once completed, the system displays a message indicating that the import was successful.

MIIErTCCA5WgAwIBAglJALKDZPgJ1+17MAOGCSqGSIb3DQEBCWUAM
IGeMQswCQYDVQQGEwWIJVUzZELMAKGA1UECAWCTU4xFDASBgNVBAC
MCO1JTk5FQVBPTEITMRIWEAYDVQQKDAINVUxUSVRFQOgxEDAOBgN
VBAsMB1NVUFBPUIQxGDAWBgNVBAMMD2RIdmIjZS5tdHMudGVzd
DEqMCgGCSqGSIb3DQEJARYbZGFyc2hhbi5tYWI5YUBtdWx0aXRIY2gu
Y29tMBAXDTESMDYXxODIwMTQXNVoXDTIwWMTAzMDIwMTQxNVowg
ZwxCzAJBgNVBAYTAIVTMQswCQYDVQQIDAJNT]EUMBIGALUEBwwL
TUIOTkVBUEOMSVMXEjAQBgNVBAoMCU1VTFRJVEVDSDEQMA4GA1
UECwWwHU1VQUE9SVDEYMBYGA1UEAWWPZGV2aWNLmM10cy50ZXNO
MSowKAYJKoZlhveNAQkBFhtkYXJzaGFuLm1haXIhQG11bHRpdGVjaC
5jb20wggEiMAO0GCSqGSIb3DQEBAQUAA4IBDWAWgEEEKACIBAQCAU/
B/k7ER2Yr)/fwXS7KSLQY/zQPc8XllvgVga2PVIrKx4mBlcLyQjPKglvT+S
wugILNXUn/90nBIqGINSskloPW60qA82T/epL9GkjyKircGsgjF3IFAlovr
e3ZydQbXEJaT97NPtph6vR24G3Xx8S0G2zuTJjyNMPhGMKbzRKBFVTI
68eLPRPESZIXSTIWIQWwQq/inTMSWpSRNWIV4Zbbed+YH6ZZUagvCn
XQdIsJG3fpRNaPgTAcNewESUrYk6Uk5z3dcjCda/HK7yv0ZzF2zkQJ2Bk
VmcBBYCPR3RER3qt+n3/D+wzkpwXlksO8R6FM96mhXAec2/Evic9izF
AgMBAAGjge8wgewwgbsGA1UdIwSBszCBsKGBoqSBnzCBnDELMAKG



A1UEBhMCVVMxCzAJBgNVBAgMAk1OMRQwEgYDVQQHDAtNSU50
RUFQTOxJUzZESMBAGA1UECgwJTVVMVEIURUNIMRAwWDgYDVQQLDA
dTVVBQT1JUMRgwFgYDVQQDDA9kZXZpY2UubXRzLnRlc3QxKjAoBgk
ghkiGO9WOBCQEWG2RhcnNoYW4ubWFpeWFAbXVsdGIOZWNoLmNvb
YIJALKDZPqJ1+17MCwGA1UdEQQIMCOCD2RIdmIjZS5tdHMudGVzdll
QZGV2aWNIMS5tdHMudGVzdDANBgkghkiG9wWOBAQsFAAOCAQEAg
823MJ+d65V7DhDIIjNjuUHgOIMmmYNfLtImKB5nT9rjRejAT1D/k4HD)
H7EnYXOm/FB58KoWUKD5WIsOtmcmDVv2rMxTtcO1Y7129L5h0jLeH
UHJgFuA7hx9/2Lwj/CW/rNsrDGM3g86MI3x4EjgO6LmxI075j7d)z3N4
Z1wofwYgCmb5Z04fvaXirxkfXJ41ZXhiNpbLHk8LOdCIHzInEO864BXx0y
1Tz8HCcK+MGcKODrWEYBOEcIYjINa9VgX1WaSoOXuUqiW7YVYfWck
jW5G8Dtt5djySXw3mB+DNhRWhKDYgEoLtObOUEb6Li2INSDIXpJEAfjs
CvTUkjDg 1w==

Method 2: Becoming a Certifying Authority (CA): Creating a CA
Certificate and Signed Certificate

The previous method using an unsigned certificate gets complicated to manage if you have multiple
windows clients and multiple devices in your network. For multiple devices, it’s better to become
your own Certifying Authority (CA). That way you can create your own CA certificate and generate
signed certificates from it. With this method, you install the same CA certificate on multiple windows
hosts and generate a certificate for each device or possibly one certificate that you can have on all
your devices.

Prerequisites

Before starting, you need:
1. Atarget device using mPower (including MTR, Conduit, MTCAP, IP67, or Conduit3) with
an IP address.
2. A Windows client machine (for this example, a PC using windows 10).
3. To assign an IP address via DHCP or static but the DNS server should assign a DNS name to
the device (for this example, my device has a DNS name device.mts.test).
4. An Ubuntu machine with openssl on it.

1. Create a root key.

openssl genrsa -out rootCA.key 2048

Example terminal output:



root@user:~/Documents/certificates# openssl
genrsa -out rootCA.key 2048 Generating RSA
private key, 2048 bit long modulus

e is 65537 (0x010001)

This creates a key, 2048 bits long.

Generate the root certificate.

openssl req -x509 -new -nodes -key rootCA.key -days 1024 -out
rootCA.pem
What the above command means:

- new: create a new request

-x509: specifies the kind of certificate to make

-key: the file with the private key to use

-days: the number of days for which the certificate should be valid. Use as high a number as
you feel comfortable with for your development environment.

-out: the name of the target file to which the commands writes the certificate

Example terminal output:

root@user:~/Documents/certificates # openssl req -x509 -new -nodes -key rootCA.key -days 1024
- out rootCA.pem

You are about to be asked to enter information that will be

incorporated into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default

value, If you enter '.", the field will be left

blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-

State]:MN Locality Name (eg, city) [J:MINNEAPOLIS

Organization Name (eg, company) [Internet Widgits Pty
Ltd]:MULTITECH Organizational Unit Name (eg, section) [[:SUPPORT
Common Name (e.g. server FQDN or YOUR name)

[]:device.mts.test Email Address []:user.foobar@multitech.com
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3. Upload this certificate onto the target device from the Ul. Go to Administration -> x.509 CA
certificates -> Choose File -> Import.

4. Copy this file into your windows machine or all of your windows machines (for this example,
the certificate is named rootCA.crt). See example .crt file below.

MIIEEDCCAvigAWIBAgIJAKhMOu2HKvgWMAOGCSqGSIb3DQE
BCwWUAMIGcMQswCQYDVQQGEwWJVUzZELMAKGA1UECAWCTU
4xFDASBgNVBACMCO1JTk5FQVBPTEITMRIWEAYDVQQKDAINV
UxUSVRFQOgxEDAOBgNVBAsMBI1NVUFBPUIQxGDAWBgNVB
AMMD2RIdmIjZS5tdHMudGVzdDEqMCgGCSqGSIb3DQEJARYb
ZGFyc2hhbi5tYWI5YUBtdWx0aXRIY2guY29tMB4XDTE5MDYx
OTE1MzMxOVoXDTlyMDQwODE1MzMxOVowgZwxCzAJBgNV
BAYTAIVTMQswCQYDVQQIDAINT]EUMBIGAIUEBWwWLTUIOTk
VBUEOMSVMxEjAQBgNVBAoMCU1VTFRIVEVDSDEQMA4GA1l
UECwwHU1VQUE9SVDEYMBYGA1UEAWWPZGV2aWNILm10cy
50ZXNOMSowKAYJKoZlhveNAQkBFhtkYXJzaGFuLm1haXlhQG1
1bHRpdGVjaC5jb20wggEiMAOGCSqGSIb3DQEBAQUAA4IBDW
AwggEKA0IBAQDWDJDaZRPD6Ap8NB3M8t5CdrtCW5iglKfO1
KYMkUIkcKCgBOOQj8NQROIFJVjXrOxZ8NxK2VuTf510zCl47rqw
hbtROTUxSMBjHkZ10r8QMt5sSXUB+issgYjAFsOwS5cIHFpjNQh
FyGTbOx0JOWiMJ1k8hUJPpEMf4Ne8DVSSMn1h80jmqM24U
Jw/ZSNMjm7Bcw5BVUIkUMOG+LadLwCSYwbwXtVUs270alfy
Arnhr/nfjbKSrfeHS5B/XCzLVSSx9gvfGIGOlzWAGEQjwUXqFJus
Dl1aXawaBIROGrEZmOklLeyhy36lZZ7XLmnixI11tDnUGCIOA/QO
MQxDKTYOIXAgMBAAGjUzBRMBOGA1UdDgQWBBSxwfFTzi8d
WUNPhGfxBs6TUBJxAjAfBgNVHSMEGDAWgBSxwfFTzi8dwuNP
hGfxBs6TUBJxAjAPBgNVHRMBAfSEBTADAQH/MAOGCSqGSlb
3DQEBCWUAA4IBAQDSTIKNgxglA/OeFDF4UcAyhRC+eqjIGESZ
1RikhkgY5WXKrSWPB6XDyT5x2X14zuGWOfYqvA2fUWDH40
WGXQB5gXJ1saKaSMj3sCVtV7HpVC69XhyM5cTBmnCUWOKS
LUESmqPFRAjzQURLxwg2GN6ubiUBgXobCvYPu6DHZgW?2EIO
00Jgc8Et/SRhIc0+zBV/fzmaggsmcX09tZgto+TyulZwkUIBAk/gb
UzcUnVF2jRfVCp86L9b4jKLhBdRfRgkp5XWmBuUFI700FRrdo4d
oxAhRaUnZCvAvz6T2ec9opyBS6DnvX3ckidWnlvs+RhQ5mZAs
67pNfMRJyFyl6sdi3G

5. Onthe Windows client, save the certificate. Double click and install the certificate. Install
certificate -> current user -> Place all certificates in the following store -> Browse -> Trusted
Root Certification Authorities -> ok -> Next -> Certificate store selected by user. The system
displays a warning message which you can accept.

Once completed, the system displays a message indicating that the import was successful.
Now you have successfully become a Certifying Authority (CA). Next, you must create an RSA



private key and CSR.

Create an RSA private key and certificate signing request (CSR) using the following command:

NOTE: This private key should stay private, stored on the server, and not shared externally. The private
key is used to then create a public certificate that you can share with others. Certificate signing request
or CSR is used to provide some details of the entity and the resource you want to incorporate into the
request.

openssl req-new —-nodes -out server.csr -newkey rsa:2048 -keyout server.key



The -newkey and -keyout specify the kind of private key to generate and the file where it’s stored,
respectively.

Example terminal output:

root@user:~/Documents/certificates# openssl req -new -nodes -out server.csr -newkey
rsa:2048 - keyout server.key
Generating a 2048 bit RSA private key

writing new private key to 'server.key'

You are about to be asked to enter information that will be

incorporated into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default

value, If you enter '.!, the field will be left

blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-

State]:MN Locality Name (eg, city)

[]:MINNEAPOLIS

Organization Name (eg, company) [Internet Widgits Pty
Ltd]:MULTITECH Organizational Unit Name (eg, section) []:SUPPORT
Common Name (e.g. server FQDN or YOUR name)

[]:device.mts.test Email Address []:user.foobar@multitech.com

Please enter the following 'extra’
attributes to be sent with your
certificate request

A challenge password []:

An optional company name []:

7. Create a v3.ext file containing the following information (Only an X.509 v3 certificate carries
SAN information which requires an additional file versus creating an X.509 v1 certificate. That
extra file contains v3 information.):

root@user:~/Documents/certificates # cat
v3.ext authorityKeyldentifier=keyid,issuer
subjectAltName = @alt_names
[alt_names]

DNS.1 = device.mts.test


mailto:user.foobar@multitech.com
mailto:user.foobar@multitech.com

8. After generating a private key and CSR, create a server certificate by using the previously
generated root certificate to issue it.

openssl x509 -req -in server.csr -CA rootCA.pem -CAkey rootCA.key -out server.crt -CAcreateserial -
days 500 -extfile v3.ext

root@user:~/Documents/certificates # openssl x509 -req -in server.csr -CA rootCA.pem -

CAkey rootCA.key -out server.crt -CAcreateserial -days 500 -extfile v3.ext

Signature ok

subject=C = US, ST = MN, L = MINNEAPOLIS, O = MULTITECH, OU = SUPPORT, CN = device.mts.test,
emailAddress =

user.foobar@multitech.com Getting CA

Private Key

root@user:~/Documents/certificates# Is -

lart total 36

drwxrwxr-x 13 dmaiya dmaiya 4096 Jun 19 10:31 ..
-rw-r--r-- 1 root root 151 Jun 19 10:31 v3.ext

-rW------- 1 root root 1679 Jun 19 10:32 rootCA.key
-rw-r--r-- 1 root root 1468 Jun 19 10:33 rootCA.pem
-rW------- 1 root root 1704 Jun 19 10:33 server.key

-rw-r--r-- 1 root root 1078 Jun 19 10:33 server.csr
-rw-r--r-- 1 root root 1480 Jun 19 10:33 server.crt
-rw-r--r-- 1root root 17 Jun 19 10:33 rootCA.srl
drwxr-xr-x 2 root root 4096 Jun 19 10:33.

After this is complete, your generated files should look like the following example:
root@user:~/Documents/certificates# cat server.crt

MIIEGTCCAwGgAwIBAgIJAlgbPYel2639MAOGCSqGSIb3DQEBC
wUAMIGcMQswCQYDVQQGEwWJVUzZELMAKGA1UECAwWCTU4x
FDASBgNVBAcMCO1JTk5FQVBPTEITMRIWEAYDVQQKDAINVUx
USVRFQOgxEDAOBgNVBAsMBI1NVUFBPUIQxGDAWBgNVBAM
MD2RIdmIjzS5tdHMudGVzdDEqMCgGCSqGSIb3DQEJARYbZG
Fyc2hhbi5tYWI5YUBtdWx0aXRIY2guY29tMBAXDTESMDYXOTE
IMzM1IMFoXDTIWMTAzMTE1MzM1MFowgZwxCzAJBgNVBAY
TAIVTMQswCQYDVQQIDAJNT]EUMBIGA1UEBWwWLTUIOTkVBU
E9OMSVMXEjAQBgNVBAOMCU1VTFRIVEVDSDEQMA4GA1UEC
wwHU1VQUE9SVDEYMBYGA1UEAwWWPZGV2aWNILm10cy50Z
XNOMSowKAYJKoZlhveNAQkBFhtkYXJzaGFuLm1haXlhQG11b
HRpdGVjaC5jb20wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAW
ggEKAoIBAQDFUAXH8M3MsUq6ZVItDOTP6hFeVOIxOImM4pj
0kvZgOCNNnOxGe4G7v3e2Nm61RbILhU3Tc7InaSADQco9AB8G
vg5DS8K2f/t5ra/Z+94R6658/8rkctKcEc1Y6CAycZ+Y1Ybm8SVIC
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NixawLIrJqgRXyq29Dn7NHM/n3Uy6i7HExymtyx/sOQRN6PPCap
eMe+tSzgtE3Taq30E0ihft99/RN9Bz3M7LbelczHIfRtio5ewQzy
bhZitZnLYHY+zIHXTUL2YighTSKpsQ276o0bmblF+944IrnnUlu/ca
jE733BiUxThM6yHaOaazulLeoAqvU2qYe8ppJRtnaGWT2H7YCP
AgMBAAGjXDBaMB8GA1UdIwQYMBaAFLHB8VPOLx3C40+EZ/
EGzpNQENECMAKGA1UdEwQCMAAWLAYDVRORBCUWI4IPZGV
2aWNILm10cy50ZXN0ghBkZXZpY2UxLm10cy50ZXNOMAOGCS
gGSIb3DQEBCWUAA4IBAQBZNnjmbTrm4l)Bf/fa516zp0vM7DKX4
d1TCrm2faExURKxZN160GVNrYdUEANTVF+MxvpC3AQkJaC7q
eZ2KLIV2CpnTG1leiwNwGpizhtvy/VKDa68luN3PIC+RugKTa7dt
7wwOHOrSvrhmPQ3fYWfruj1sBI7/3D6hwI8COpdvhQLvIXNw+
LKRA8utOSvgNZJCZdGmzlhbmtSksTpka/UsDOr/o08QBcltMhTh
UB6MAUVVYHPebuJACI+YW3vSO0Px22T+tntslhGT40em3qqOTj
29K3Df4ZHtpMwbUiT3dhBJxyzRGM9hT4Nme4LBzFDm/gTW
m9InUKQ8IDf2zkwS3XdXY

MIIEvgIBADANBgkahkiGOWOBAQEFAASCBKgwggSkAgEAAOIBA
QDFUAXH8M3MsUq6ZVItDOTP6hFeVOIxOImM4pjOkvZgOCNn
0xGe4G7v3e2Nm61RbILhU3Tc7InaSADQco9AB8Gvg5DS8K2f/
t5ra/Z+94R6658/8rkctKcEc1Y6CAycZ+Y1Ybm8SVICNixawlLlirlqg
RXyg29Dn7NHM/n3Uy6i7HExymtyx/sO9QRN6PPCapeMe+tSzgt
E3Taq30Eoihft99/RN9Bz3M7LbelczHIfRtio5ewQzybhZitZnLY
HY+zIHXTUL2YighTSKpsQ276obmblF+944IrnnUlu/cajE733BiUx
ThM6yHaOaazulLeoAqvU2qYe8ppJRtnaGWT2H7YCPAgMBAAE
CggEBAIx8UCIwu/cQDIrmdTolL8wyuNauaelfx2azL8efBc53dkD
fuOk+KsLIsg2T2ANNH3877luvhpsO6EwpXZtNKMoeK/2SRZK3
UQ/zs19eG2FbEyOA5K7/aiEhM70onnDUOXXnuHIzOOZHUWKU)
8kghOVRidAFLprTLRXt5R3L29INbrTugyWFY6bujhPJNpCdwGb
pqIFhdjpnHIVdVIb1BtydD88B5u4WPAdc8e/eHXqs9qg/QvVrbj9
8T6vnrolcukquqMvOFg2Lug+yycxxAtSvog3KbHHfimX7YPHqi
wCmKUOdYqwely7KQAw8eDEfmFcEYs1nEI33Gk/YGxJikdUSyE
CgYEAGTXF6hpILQ5CDjkHIr1WXIoNLtz6VyeyJndFJcm8IFIOQO]
+Q2FgDB2t26hKZ4H75yvBaCN60GbwocA4GXUFMY2TKmITgrv
g3ggK5wQmnJHHCcPRi6tMWYVHsjWbLmM2ANWONqrYFmb95Y
vJOheguV78N30+S4uW20KLgyE7bPDZcCgYEA2)g6k+MHBKVP
XEwd5nflJioxGHNJwJ3sRQxB7K2POcUyIDmF66PNol1mElzk14/
wl3D980tky6rIPq0Oho/DQzGRVIS2cozc7aNoLm7FoUc1+3DgaT
ZXxOMEAWwd9IXklrmPglx1rWPazVwgabva7EmwVRp/ZEgtXird
MGaYMC/nc8kCgYBIwIQ/Lwp9ImCGgX7penOwSRoazTW8kTg
BvY4MC1FxAJV8RgyuwE7Lh9aMJPh8Y32uBBQQebntMIyYAYp
EedOG+0ivIAOGHPMNwWZG/UkFVtuelMk4s/SqHXyoA+4z5)Qyt
HZpngglVEX2YEFsqlb8fi6Mj7tFqzimdKScCfBsVxcwKBgAbvCK
EHWYgqip0sGgDwILYoD55KwoeqBpBHTiz3eWhOCcbCUKkOez
bJfNcie7kqrXugllv7pNYO+uVy9aXDTO2XLxPNXOVjAjGtAHI+HK
hE8kdZj2cgWpt5DIR5JI200N/SD0evzhnxIntzHpX+Y8f5Agfz2 P+
WCekgSa5wdORA0GBALrEwXO5KSzeY40WZtstHIUXpOBF5sfu



WOmM8/UgAMIZzinuKEIQ8G8BQPUEZVAXxmLMp6FWcWY2GcD
2dAO6CTX0+J1GE9SGIM6E9tjRDZpnsAOePPFBiIBGMA4yCZDdKRA
tHbBiHUE+udQlOZ31p/1vr 02HYV/PvzfMaGA6x4N5Ciza3

Copy these two files and create a .crt or .txt file on a Windows client which looks like the
following example. (NOTE: The change in text from PRIVATE to RSA PRIVATE.)

MIIEGTCCAwGgAwIBAgIJAlgbPYel2639MAOGCSqGSIb3DQEBC
wUAMIGcMQswCQYDVQQGEwJVUzELMAKGALUECAWCTUA4xF
DASBgNVBAcMCO1JTk5FQVBPTEITMRIWEAYDVQQKDAINVUxU
SVRFQOgxEDAOBgNVBAsMB1NVUFBPUIQxGDAWBgNVBAMM
D2RIdmIjzS5tdHMudGVzdDEqMCgGCSqGSIb3DQEJARYbZGFyc
2hhbi5tYWI5YUBtdWx0aXRIY2guY29tMBAXDTE5MDYXOTE1Mz
M1MFoXDTIWMTAzMTE1MzM1MFowgZwxCzAJBgNVBAYTAIV
TMQswCQYDVQQIDAIJNTJEUMBIGALUEBwWwWLTUIOTKVBUESMS
VMXEjAQBgNVBAoOMCU1VTFRJVEVDSDEQMA4GALIUECwWwHU1
VQUE9SVDEYMBYGA1UEAWWPZGV2aWNILm10cy50ZXNOMSo
wKAYJKoZIhveNAQkBFhtkYXJzaGFuLm1haXlhQG11bHRpdGVja
C5jb20wggEiIMAOGCSqGSIb3DQEBAQUAA4IBDWAwWEEEKAOIBA
QDFUAXH8M3MsUq6ZVItDOTP6hFeVOJxOImM4pjokvZgOCNNO
xGe4G7v3e2Nm61RbILhU3Tc7InaSADQco9AB8Gvg5DS8K2f/t5
ra/Z+94R6658/8rkctKcEc1Y6CAycZ+Y1Ybm8SVICNixawLIrJgRXy
g29Dn7NHM/n3Uy6i7HEXymtyx/sSQRN6PPCapeMe+tSzgtE3Ta
g30Eo0ihft99/RN9Bz3M7LbelczH9fRtio5SewQzybhZitZnLYHY+zIH
XTUL2YighTSKpsQ2760bmblF+944IrnnUlu/cajE733BiUxThMe6y
HaOaazulLeoAqvU2qYe8ppJRtnaGWT2H7YCPAgMBAAGjXDBa
MB8GA1UdIwQYMBaAFLHB8VPOLx3C40+EZ/EGzpNQENRECMA
kGA1UdEwQCMAAWLAYDVRORBCUwI4IPZGV2aWNILm10cy50
ZXNOghBkZXZpY2UxLm10cy50ZXNOMAOGCSqGSIb3DQEBCwU
AA4IBAQBZnjmbTrm4JBf/fa516zp0vM7DKX4d1TCrm2faExURKx
ZN160GVNrYdUEdNTVF+MxvpC3AQkJaC7qeZ2KLIV2CpnTGlei
wNwGpizhtvy/VKDa68luN3PIC+RugKTa7dt7wwOHOrSvrhmPQ
3fYWfruj1sBI7/3D6hwI8COpdvhQLvIXNw+LKRA8utOSvgNZJCZd
GmzlhbmtSksTpka/UsDOr/o8QBcltMhThUB6M4UVVYHPebulA
Cl+YW3vS0Px22T+tntsIhGT40em3qq0Tj29K3Df4ZHtpMwbUIT3
dhBJxyzZRGM9hT4ANmMe4LBzFDm/gTWm9InUKQ8IDf2zkwS3XdXY

MIIEvgIBADANBgkahkiGOWOBAQEFAASCBKgwggSkAgEAAOIBA

QDFUAXH8M3MsUq6ZVItDOTP6hFeVOJxOImM4pjokvZgOCNNO
xGe4G7v3e2Nm61RbILhU3Tc7InaSADQco9AB8Gvg5DS8K2f/t5
ra/Z+94R6658/8rkctKcEc1Y6CAycZ+Y1Ybm8SVICNixawLIrJgRXy
g29DNn7NHM/n3Uy6i7HExymtyx/s9QRNE6PPCapeMe+tSzgtE3Ta
g30Eo0ihft99/RN9Bz3M7LbelczH9fRtio5ewQzybhZitZnLYHY+zIH
XTUL2YighTSKpsQ276obmblF+944IrnnUlu/cajE733BiUxThMe6y

HaOaazulLeoAqvU2qYe8ppJRtnaGWT2H7YCPAgMBAAECggEBA



Ix8UCIwu/cQDIrmdToL8wyuNauaelfx2azL8efBc53dkDfuOk+Ks
LIsqg2T2ANNH3877luvhps06EwpXZtNKMoeK/2SRZK3UQ/zsI9e
G2FbEYOA5K7/aiEhM70nnDUOXXnuHIzOOZHUWKUI8kghOvRi
dAFLprTLRXt5R3L29INbrTugyWFY6bujhPJNpCdwGbpqlFhdjpn
HIVdVIb1BtydD88B5u4WPAdc8e/eHXqs9q/QvVrbj98T6vnrolc
ukqugMvOFg2Lug+yycxxAtSvog3KbHHfimX7YPHqiwCmKUOdY
gwely7KQAw8eDEfmFcEYs1nEI33Gk/YGxJikdUSyECEYEAGTXF6
hplLQ5CDjkHIr1WXIoNLtz6VyeyJndFJcm8IFIOQOj+Q2FgDB2t2
6hKZ4H75yvBaCN60GbwocA4GXUFmMY2TKmITgrvg3ggK5wQmn
JHHCPRi6tMWYVHsjWbLmM2ANwWONqgrYFmb95YvJOheguV78N3
0+S4uW20KLgyE7bPDZcCgYEA2)gbk+MHBKVPXxEwd5nfllioxGH
NJwJ3sRQxB7K2POcUyIDmF66PNo1mElzk14/wI3D980tky6rIPq
0Oho/DQzGRVJS2cozc7aNoLm7FoUc1+3Dg4TZxOmEAWwdIXKIr
mPglx1rWPazVwgabva7EmwVRp/ZEgtXirdAMGaYMC/nc8kCgYB
9wIQ/LwpIMmCGgX7pen0wSRoazTW8kTgBvY4MC1FxAJV8Rgyu
wE7Lh9aMJPh8Y32uBBQQebntMIyYAYpEedOG+0ivIASGHPmMN
WZG/UKFVtuelMk4s/SqHXyoA+4z5)QytHZpngg1VEX2YEFsq1b8
fieMj7tFqzimdKScCfBsVxcwKBgAbvCKEHWYgqipO0sGgDwILYoD
55KwoeqBpBHTiz3eWhOCcbCUKkOezbJfNcie7kqrlXuqgllv7pNYO
+uVy9aXDTO2XLxPNxOvjAjGtAHI+HKhE8kdZj2cgWpt5DJR5JI120
ON/SDOevzhnxIntzHpX+Y8f5Agfz2P+WCekgSa5wdORAOGBALrE
wWXO5KSzeYA0WZtsItHIUXpOBF5sfuW0Om8/UgAMIZzinuKEIQ8G
8BQPUEZVAXxmLMp6FWcWY2GcD2dAO6CTXxO+J1GE9GIM6E9t|
RDZpnsAOePPFBiBGM4yCZDdKRAtHbBiHUE+udQIlOZ31p/1vr
02HYV/PvzfMaGA6x4N5Ciza3

Upload this certificate to the target device in the Ul under Administration > X.509
Certificate > Import.

Once completed successfully, you should not see the warning message in your browser when
navigating to the device.

Troubleshooting

If you get an error or SSL is not able to read the certificate, the file is invalid and will not be
accepted.

1. Check if you have uploaded your CA certificate under Administration > x.509 CA certificates
> Choose File > Import
2. Check if the file format that you uploaded is right. The acceptable format (.pem) is:



Check your encryption algorithms versus the above example which used minimal
encryption. Try to eliminate encryption like -des3, -shal.

Check your X509v3 configuration in v3.ext file above keyUsage = digitalSignature is
not supported.

The key and cert should be BASE64 encoded.

Using the mPower Device Ul to Manage Certificates

Import a Certificate
To import a new certificate:

1.
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Go to Administration > X.509 Certificate. The Certificate window displays the details of

the certificate that is currently used.

NOTE: A certificate with a key size greater than 2048 bits causes a delay accessing the Web Ul
after the device starts. A certificate with a key size less than 2048 bits is not recommended
since it is less secure and may become breakable in the near future.

Click Upload to open Upload Certificate window.

Click Browse to select a valid certificate to be uploaded.

Click Upload. Wait until the file is uploaded.

To save your changes, click Save and Restart.

Generate a New Certificate (Self-signed)
Because the router uses a self-signed website certificate, your browser shows a certificate error or
warning. Ilgnore the warning and add an exception or add your device IP address to the trusted sites.

To generate a new certificate:

1.

w
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Go to Administration > X.509 Certificate. The X.509 Certificate window displays the details of
the certificate that is currently used.

Click Create to open the Generate Certificate window.

In the Common Name field, enter the name, hostname, or IP address, depending on what
you use to connect to the router. The web browser uses this field to check for a valid
certificate.

In the Days field, enter the amount of days before the certificate will expire.

In the Country field, enter the 2-letter code for the country name.

In the State/Province field, enter the state or province for which the certificate is valid.

In the Locality/City field, enter the locality or the city for which the certificate is valid.

In the Organization field, enter the organization name for which the certificate is valid.

In the Email Address field, enter the email address of the person responsible for the
router. Typically this is the administrator. This field may be left blank.

. Click Generate. Wait until the certificate is generated. You may have to reboot to complete

the operation.



11. If you are finished making changes, click Save and Restart.

Upload CA Certificate

To upload a CA certificate:

Go to Administration > X.509 CA Certificates.

Click Browse and choose the file for your CA certificate file.

Click Open.

Once your file is selected, click Upload.

Your CA certificate file displays in the certificate list along with relevant details.

You may delete or remove a certificate by clicking the trash can icon to the right under Options.
Note: Both add and remove functions may take up to two minutes to update. Once updated,

the changes are applied immediately. There is no need to restart the device after CA
certificate is added or removed.
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