
DeviceHQ Deployment
Guide



DEVICEHQ DEPLOYMENT GUIDE

2 DeviceHQ Deployment Guide

DeviceHQ Deployment Guide
Part Number: S000640

Copyright
This publication may not be reproduced, in whole or in part, without the specific and express prior written permission signed by an executive officer of
Multi-Tech Systems, Inc. All rights reserved. Copyright © 2016 by Multi-Tech Systems, Inc.

Multi-Tech Systems, Inc. makes no representations or warranties, whether express, implied or by estoppels, with respect to the content, information,
material and recommendations herein and specifically disclaims any implied warranties of merchantability, fitness for any particular purpose and non-
infringement.

Multi-Tech Systems, Inc. reserves the right to revise this publication and to make changes from time to time in the content hereof without obligation of
Multi-Tech Systems, Inc. to notify any person or organization of such revisions or changes.

Legal Notices
The MultiTech products are not designed, manufactured or intended for use, and should not be used, or sold or re-sold for use, in connection with
applications requiring fail-safe performance or in applications where the failure of the products would reasonably be expected to result in personal injury or
death, significant property damage, or serious physical or environmental damage. Examples of such use include life support machines or other life
preserving medical devices or systems, air traffic control or aircraft navigation or communications systems, control equipment for nuclear facilities, or
missile, nuclear, biological or chemical weapons or other military applications (“Restricted Applications”). Use of the products in such Restricted
Applications is at the user’s sole risk and liability.

MULTITECH DOES NOT WARRANT THAT THE TRANSMISSION OF DATA BY A PRODUCT OVER A CELLULAR COMMUNICATIONS NETWORK WILL BE
UNINTERRUPTED, TIMELY, SECURE OR ERROR FREE, NOR DOES MULTITECH WARRANT ANY CONNECTION OR ACCESSIBILITY TO ANY CELLULAR
COMMUNICATIONS NETWORK. MULTITECH WILL HAVE NO LIABILITY FOR ANY LOSSES, DAMAGES, OBLIGATIONS, PENALTIES, DEFICIENCIES, LIABILITIES,
COSTS OR EXPENSES (INCLUDING WITHOUT LIMITATION REASONABLE ATTORNEYS FEES) RELATED TO TEMPORARY INABILITY TO ACCESS A CELLULAR
COMMUNICATIONS NETWORK USING THE PRODUCTS.

The MultiTech products and the final application of the MultiTech products should be thoroughly tested to ensure the functionality of the MultiTech
products as used in the final application. The designer, manufacturer and reseller has the sole responsibility of ensuring that any end user product into
which the MultiTech product is integrated operates as intended and meets its requirements or the requirements of its direct or indirect customers.
MultiTech has no responsibility whatsoever for the integration, configuration, testing, validation, verification, installation, upgrade, support or maintenance
of such end user product, or for any liabilities, damages, costs or expenses associated therewith, except to the extent agreed upon in a signed written
document. To the extent MultiTech provides any comments or suggested changes related to the application of its products, such comments or suggested
changes is performed only as a courtesy and without any representation or warranty whatsoever.

Contacting MultiTech

Knowledge Base
The Knowledge Base provides immediate access to support information and resolutions for all MultiTech products. Visit http://www.multitech.com/kb.go.

Support Portal
To create an account and submit a support case directly to our technical support team, visit: https://support.multitech.com.

Support
Business Hours: M-F, 8am to 5pm CT

Country By Email By Phone

Europe, Middle East, Africa: support@multitech.co.uk +(44) 118 959 7774

U.S., Canada, all others: support@multitech.com (800) 972-2439 or (763) 717-5863

Warranty
To read the warranty statement for your product, visit www.multitech.com/warranty.go. For other warranty options, visit www.multitech.com/es.go.

World Headquarters

Multi-Tech Systems, Inc.

2205 Woodale Drive, Mounds View, MN 55112

Phone: (800) 328-9717 or (763) 785-3500

Fax (763) 785-9874



CONTENTS

DeviceHQ Deployment Guide 3

Contents
Welcome ................................................................................................................................................................. 4

Highlights....................................................................................................................................................................... 4
Architecture Overview .................................................................................................................................................. 4

Understanding Check-in Intervals ............................................................................................................................ 5

Before You Begin ..................................................................................................................................................... 6
Opening DeviceHQ ........................................................................................................................................................ 6
Registering for an Account............................................................................................................................................ 6
Logging In ...................................................................................................................................................................... 6

Enabling Device Management on an rCell ................................................................................................................ 8
Additional Device Settings ............................................................................................................................................ 8

Enabling Device Management on an MTCDT-AEP................................................................................................... 10
Register a Conduit with DeviceHQ.............................................................................................................................. 10
Enabling Remote Management on the MTCDT-AEP................................................................................................... 10

Scheduling a Configuration Download ................................................................................................................... 12

Adding Apps to the My Apps List ........................................................................................................................... 13

Scheduling an App Download ................................................................................................................................ 14

Working with the Home Page ................................................................................................................................ 15
Responding with Alerts ............................................................................................................................................... 15
Working with Maps..................................................................................................................................................... 15
Working with Charts ................................................................................................................................................... 15

Working with Devices ............................................................................................................................................ 16
Filtering Device List ..................................................................................................................................................... 16
Viewing Device Details ................................................................................................................................................ 16
Scheduling Device Actions .......................................................................................................................................... 16
Editing Device Information ......................................................................................................................................... 16
Grouping Devices ........................................................................................................................................................ 17

Updating Firmware ................................................................................................................................................ 18
Scheduling Firmware Updates .................................................................................................................................... 18

Updating Configuration Files.................................................................................................................................. 19
Before you Begin......................................................................................................................................................... 19
Uploading Configuration Files..................................................................................................................................... 19
Scheduling Configuration Updates.............................................................................................................................. 19

Creating, Editing and Deleting User Accounts ........................................................................................................ 20
Adding Users ............................................................................................................................................................... 20
Editing Existing User Information ............................................................................................................................... 20
Deleting User Accounts............................................................................................................................................... 20



WELCOME

4 DeviceHQ Deployment Guide

Welcome
MultiTech DeviceHQ® is a cloud based device management solution that simplifies and scales the management of
MultiTech’s latest generation of networking devices. It allows users to remotely monitor, upgrade, and configure
an entire device population from a single location. Whether you have one or more than 10,000 devices to manage,
DeviceHQ simplifies access to your devices, resulting in lower total cost of ownership and increased operational
efficiency.

Highlights
• Dashboards provide notifications and device group views with simple navigation to easily drill down to detailed
device level data for troubleshooting and device status updates.

• Firmware and configuration updates can be executed with a few simple clicks on individual devices or user
defined groups of devices across entire device populations.

• View managed devices on a map based on GPS location (GPS enabled devices) or a manually defined location.

Architecture Overview
Once a device is configured to communicate with DeviceHQ, it will periodically send device information and
statistics to the cloud platform and check for firmware and/or configuration updates to download. The frequency
with which devices connect to the platform is configurable on a per-device basis.

Figure 1 shows a high level overview of the platform.

For more information on changing the check-in interval, see the online help file that accompanies the device’s web
management interface.

Note: It is important to understand that devices do not maintain a persistent connection to the platform. Any
pending actions, such as firmware and configuration updates, are applied to the device only when it checks into
the platform. A “live” connection does not exist and historical device statistics, such as signal level, are recorded
at the time the device checks in. The user will sign into the cloud platform to view device statistics and schedule
firmware and configuration updates.
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Understanding Check-in Intervals
Devices periodically send device information and statistics to DeviceHQ, where they also check for firmware and
configuration updates to download. By default, devices check in every 12 hours.

You can use the device’s web management interface to change how frequently any device checks in. The minimum
a device can check-in is 240 minutes (4 hours). DeviceHQ ignores values less than 240 minutes.

For more information on changing the check-in interval, see the online help file that accompanies the device’s web
management interface.



BEFORE YOU BEGIN

6 DeviceHQ Deployment Guide

Before You Begin
There are two basic steps required to begin:

1. Register for a DeviceHQ account.
2. Enable device management on the device.

Register for an account to begin. You will receive an email from MultiTech with a link to activate your account.
After you activate your account MultiTech will send another email with an account key that you program into the
organization's devices. Once the key is programmed, the device periodically sends device information and statistics
to DeviceHQ and checks for firmware and configuration updates to download.

To program the account key, use the device’s web management interface. See the help file that comes with the
interface for information about programming the account key.

Opening DeviceHQ
To access the web management interface:

1. Open an Internet browser.
2. In the address field, type the default address for DeviceHQ: www.devicehq.com.
3. A login page will open.
4. Perform one of the following:
■ Register for an account.
■ Log In.

Registering for an Account
Before you can use DeviceHQ, you must register for an account.

1. To register for an account, click Register Account. The registration page will open.
2. Complete information on the page.
3. Read the End User License Agreement (EULA).
4. To accept the EULA check Accept EULA.
5. Type in the CAPTCHA text into the text box.
6. Click Create Account.
7. You receive an email, asking you to confirm your new account. To complete the activation process,

click on the link in the email.
8. You will receive another email with your registration information.

Note: This information includes your unique account key. The Account Key is used by your devices to
allow remote management by DeviceHQ. The account key may also be found in the Account Info tab
of the user name drop down information after you are logged into DeviceHQ. For more information
about entering the key, see the help file that accompanies the web management interface for your
device.

Logging In
1. Enter the username and password used when you registered for an account.
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2. Click Login. The home page will open.
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Enabling Device Management on an rCell
DeviceHQ currently supports Multi-Tech’s MultiConnect® rCell 100 Series of routers (MTR-xx), firmware release
3.0.9 and higher. Devices are shipped from the factory with device management disabled. To enable device
management, you must login into the device’s Graphical User Interface (GUI), navigate to the Administration:
Remote Management page as displayed below in Figure 2.

1. Check the Enabled box.
2. Enter your unique Account Key that you received upon completion of your account registration.
3. Click Submit.
4. Click Save and Restart.

Note: Your device will automatically begin to upload its device statistics and check for firmware and
configuration updates.

You can now sign in to your DeviceHQ account to view and manage your device.

Figure 2: MultiConnect® rCell Graphical User Interface

Additional Device Settings
Auto Update Settings: These setting determine how often the device checks in and sends GPS data to DeviceHQ.
The default Intervals on the device are set to 720 minutes (12 hours) at the factory. The Intervals can be set to any
value by the user. The minimum value is 240 minutes (4 hours). DeviceHQ will override the setting in the device
GUI if it is set to any value less than 240 minutes (4 hours).
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SSL Enabled: Check this box to have all device management communications sent with SSL. Data transactions with
SSL enabled will utilize more cellular data per transaction.

Device Upgrade Settings: Uncheck these boxes to disable remote firmware and configuration.

Sync with Dial-on-Demand: When this box is un-checked (default), there will be no restriction on the device check-
in process. If this box is checked, the device will verify that the PPP link is established before it performs its check-
in with DeviceHQ. If a PPP link is not established, the check-in will not be performed. There is a feature on the
MultiConnect® rCell products called “Dial-on-Demand” that will tear down the PPP connection when there is
inactivity on the LAN and will re-establish a PPP connection when LAN traffic is detected. Please see the device
documentation for further details.

Cellular Data Usage: Depending on the configuration settings and the device you are managing, the cellular data
usage will vary.

Note: See the rCell Help for more information on Remote Management.



ENABLING DEVICE MANAGEMENT ON AN MTCDT-AEP

10 DeviceHQ Deployment Guide

Enabling Device Management on an MTCDT-AEP
Register a Conduit with DeviceHQ
The first step in deploying a Conduit is to register it with your account. If the Conduit has not been registered with
an account, it will not be able to communicate with DeviceHQ.

To register a device you will need the Serial number and UUID from the Conduit. These are located on the label on
the bottom of the Conduit. Once you have this information:

1. Log into DeviceHQ.
2. Click Devices on the top menu.
3. Click on the Tasks button and select Register Device.
4. Complete the form using the Serial number and UUID from the label on the bottom of the Conduit.
5. Click Register Device. The dialog window will close and the Conduit will be listed in the device list.

Note: There will be no checked-in time listed until the Conduit actually connects to DeviceHQ.

Enabling Remote Management on the MTCDT-AEP
Once the Conduit is registered with DeviceHQ, remote management may be initiated in one of two ways:

1. The Conduit has a Call Home feature, that when an unconfigured Conduit attached to a DHCP
network with internet access will attempt to automatically connect to DeviceHQ and verify its
registration. For more information on the Call Home function see:
http://www.multitech.net/developer/software/aep/call-home-remote-management/

2. To enable device management, you must login into the Conduit’s Graphical User Interface (GUI),
navigate to the Administration: Remote Management page as displayed below in Figure 3.

a. Check the Enabled box.
b. Click the Submit button.
c. Click the Save and Restart button.

Your device will automatically begin to upload its device statistics and check for firmware and
configuration updates.
You can now sign in to your DeviceHQ account to view and manage your device.
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Figure 3: MultiConnect® Conduit Graphical User Interface
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Scheduling a Configuration Download
When a new Conduit is plugged into a DHCP network, it will attempt to contact DeviceHQ to download its
configuration. Scheduling a configuration upgrade for the Conduit will ensure that the Conduit is successfully
configured for its deployment. Once the configuration file has been created and uploaded to DeviceHQ (see
http://www.multitech.net/developer/software/aep/generating-a-configuration-file/), complete the following:

1. Log into DeviceHQ.
2. Click Devices on the top menu.
3. Select the device or devices you want to schedule a configuration download for.
4. Click on the Actions menu and select Upgrade Config.
5. Select the configuration file that you uploaded for this deployment and click OK.
6. Click OK to confirm download. The new Conduit is now registered to the account and is scheduled to

download a configuration file as soon as the Conduit checks in for the first time.
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Adding Apps to the My Apps List
In addition to registering a Conduit to an account, you must also add apps to the My Apps list. The My Apps list is a
subset of the App Store. It is created by browsing the App Store and selecting apps to add to the My Apps list.

■ Store Basics: The Store on the DeviceHQ site is a place where users can find apps that they can download
and install on their Conduits. The Store lists all of the public and private apps that belong to your Account.

When a user finds an app that meets their needs, they can add it to their My Apps list. Only apps in the My Apps
list will be shown when scheduling downloads.

■ Details: You can view the details of an app by clicking on its icon in the Store. A page displaying more
information about the app will appear. This page has a longer description of the app, the name of the
publisher, and the reviews it has received. The details page has a button to add the app to (or remove it
from) the My Apps list.

■ Reviews: In addition to reading the reviews that were created by other users, a user can create one of their
own. The reviews are averaged and the resulting score is shown on this page. Only the last three reviews
will be shown, more reviews can be seen by clicking on the More Reviews button.

■ Adding/Deleting from the My Apps list: If a user decides to use an app, they click the Add to My Apps
button. When this button is clicked, a new dialog window appears that displays the Terms of Service
agreement that is associated with the specified app. The user must check the checkbox and click Accept to
proceed. Once the Terms of Service are accepted, the app will be added to the My Apps list. The app will
now display "Remove App" links and buttons, clicking these buttons will remove the app from the My Apps
list.
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Scheduling an App Download
Scheduling an app download is similar to scheduling a configuration download for the Conduit. You can schedule an
app download before the Conduit has called home for the first time. To schedule an app download complete the
following:

1. Log into DeviceHQ.
2. Click Devices on the menu at the top.
3. Select the device or devices you want to schedule an app download for.
4. Click on the Tasks menu and select Install App from the dropdown.
5. Choose the app and version you want to download.
6. Click Schedule Action to confirm the download. The Devices listing will appear again. The device/devices

will be scheduled for an app download.
Note: If a configuration update is still pending for the device, the listing will show that action. The app
download can be confirmed by clicking the device's row. A details page for that device will display and show
both pending actions.
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Working with the Home Page
The Home page displays device information. The page has these areas: alerts, maps, and device charts.

Responding with Alerts
The home page displays alerts about devices that might need your attention, including:

■ Devices that have failed to check into the platform.
■ Devices that failed a firmware upgrade.
■ Devices with no location information.
■ Low signal strength.
■ High data usage.
■ Devices that have rebooted.

1. To respond or see more information, click the alert. This will bring up the device specific page or a list
of impacted devices.

2. If there are pending or in-progress firmware or configuration updates, an actions area also appears to
show their progress.

Working with Maps
The Map View displays devices that have reported their GPS location. It can also show location information for
fixed devices.

To work the mapping feature:

1. Click a device map marker. A device pop-up appears. The pop-up shows basic device identification
details and a link to view detailed device information.

2. If many devices are located in the same geographical area, the map displays a cluster marker showing
the number of devices in that area, rather than displaying all individual markers. To see the individual
devices, click the device cluster marker to zoom in.

Working with Charts
Device charts represent device statistics and attributes. They can indicate how well the device fleet is performing.
To list devices according to a particular category or with a particular attribute, click a colored section of a chart.
You can configure the chart display to show pie or bar charts.
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Working with Devices
This section describes how to work with devices that have checked in.

Filtering Device List
You can filter the list of devices to show only the devices that interest you.

1. To show the filter tree, click the Filer button.
2. Select the filter criteria you desire, including:
■ Action: shows all devices with pending actions.
■ Firmware: filter by firmware version.
■ Products: filter by product model.
■ Groups: filter by user-defined groups of devices
3. To clear the filter and show all devices, click the Filter button.

Viewing Device Details
To view an individual device’s details, click the desired device. A window opens, showing:

■ Identifying information
■ Device status
■ Location (either supplied by GPS or user-defined)
■ When the device checked in to the platform
■ Signal strength
■ WAN and LAN network statistics

Devices do not maintain a persistent connection to DeviceHQ. Device statistics, such as signal level, are recorded
when the device checks in. There is no live connection.

Scheduling Device Actions
You can also use a device’s information window to schedule firmware updates, configuration updates, or a reboot
of the device.

From the Schedule menu, select the desired action.

Only one pending action for the device occurs each time the device checks in.

Editing Device Information
To change information about a device:

1. From the device’s window, click Edit.
2. Change the following as desired:
■ Set or change device description.
■ Set or change the device’s group.
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■ Set or change location of the device. The location you set is only used if the device does not have a GPS
receiver.

■ Set or change the device's data plan.

Grouping Devices
To make devices easier to manage, you can assign devices to groups.

1. To select the devices to put in a group click the devices’ check boxes.
2. Click the Tasks button.
3. Select Group Devices.

A dialog box opens where you can create a new group or enter the name of an existing group.

or

1. Open the filter tree, right-click on Groups and select New Group.
2. To assign devices to the group, drag devices to it.
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Updating Firmware
MultiTech offers firmware updates that you can download from our web site. You can download the firmware and
evaluate it before updating it on devices.

You can use DeviceHQ to update the firmware running on any supported device. You schedule a device for a
firmware update. The firmware is updated the next time the device checks.

Devices do not maintain a persistent connection. Pending actions, such as firmware updates, are applied to the
device only when it checks in. There is no live connection.

Scheduling Firmware Updates
1. Click Devices. The device list page opens.
2. Click the name of the device whose firmware you want to update. You can update firmware on filtered

devices or selected devices. If you select individual devices, you update firmware on selected devices or
the filtered devices. If you do not select devices you update the firmware on the filtered devices.

3. From the Schedule drop-down menu, select Upgrade Firmware. From the list of firmware that appears,
select the name of the firmware file.
A confirmation message appears, informing you that the new firmware is to be applied to the device
when the device next checks in.

4. To confirm that you want to update the firmware click OK.

Note: To schedule multiple devices at once, see help file within DeviceHQ.
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Updating Configuration Files
This section describes how to use DeviceHQ to apply configuration settings to a device or a group of devices.

Before you Begin
■ Use a device’s web management interface to create a configuration file that specifies a unique set up for a

device. For information about creating a configuration file, see the help file that accompanies the device’s
web management interface.

■ Before changing a device’s configuration remotely, verify that the configuration settings work correctly on a
local device. If you apply a configuration to a remote device that disables the device’s ability to
communicate with DeviceHQ, you may have to physically visit the site of the device to reconfigure the
device.

■ To recover a device at the local site, you might be able to use the device’s reset button. See the device’s
documentation to determine if the device has a reset button, and if so, how to use it.

■ If a device has remote LAN access using a virtual private network (VPN), you might be able to use the
device’s web management interface to change the configuration and allow communication with DeviceHQ
to resume.

Uploading Configuration Files
After you create, save, and verify your desired configuration files, you can upload the files to DeviceHQ. To apply
the settings in the configuration file to other devices:

1. Click Files.
2. Click New Configuration. A dialog box will appear.
3. In the Name and Description fields, type the name and description that you want to assign to a

configuration file.
4. Click Choose File. Navigate to the location where the configuration file is saved.
5. Select the file and click Upload.

The configuration file appears on the Files page. You can select the file when you schedule a configuration update
for a device or a group of devices.

Scheduling Configuration Updates
1. Click Devices. The device list page opens.
2. Click the name of the device whose firmware you want to update.
3. From the Schedule drop-down menu, select Upgrade Config. From the list of configuration files that

appears, select the name of the configuration file.
A confirmation message appears, informing you that the new configuration is to be applied to the device
when the device next checks in.

4. To confirm that you want to update the configuration click OK.
Note: To schedule multiple devices at once, see help file within DeviceHQ.
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Creating, Editing and Deleting User Accounts
The first user to log into DeviceHQ from your organization can create, then edit or delete, additional users or
managers.

Managers can add managers and users to the account. They can also update firmware and change configuration
files for devices. Users have read-only access.

To create, edit or delete user accounts, click Users.

Adding Users
1. Click Admin.
2. Click New User. The User list page opens.
3. In the Role drop-down list, select the desired role of the user: User or Manager.
4. Type the users email address in the Email field. Then the user's first name and last name in the respective

fields.
5. In the Password field, type a password that is at least 8 characters long. Type this same password in the

Confirm Password field.
6. Click Create User.

Editing Existing User Information
1. Click the pencil/edit icon on the line of the user account whose information you want to edit.
2. The Editing Users page opens, where you can change role, email address and user first and last names.

Deleting User Accounts
1. Click the X icon on the line that represents the user account you want to delete.
2. A dialog box appears, where you can confirm that you really want to delete the user account.
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